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GDPR. GENERAL PERSPECTIVE
(157) By coupling information from registries, researchers can obtain new
knowledge of great value with regard to widespread medical conditions such as
cardiovascular disease, cancer and depression. On the basis of registries,
research results can be enhanced, as they draw on a larger population. Within
social science, research on the basis of registries enables researchers to obtain
essential knowledge about the long-term correlation of a number of social
conditions such as unemployment and education with other life conditions.
Research results obtained through registries provide solid, high-quality
knowledge which can provide the basis for the formulation and
implementation of knowledge-based policy, improve the quality of life for a
number of people and improve the efficiency of social services. In order to
facilitate scientific research, personal data can be processed for scientific
research purposes, subject to appropriate conditions and safeguards set out in
Union or Member State law.

GDPR. GENERAL PERSPECTIVE
(159) Where personal data are processed for scientific research
purposes, this Regulation should also apply to that processing. For the
purposes of this Regulation, the processing of personal data for
scientific research purposes should be interpreted in a broad manner
including for example technological development and demonstration,
fundamental research, applied research and privately funded
research. In addition, it should take into account the Union's objective
under Article 179(1) TFEU of achieving a European Research Area.

GDPR. SUBJECT-MATTER AND OBJECTIVES
1. This Regulation lays down rules relating to the protection of natural
persons with regard to the processing of personal data and rules relating to
the free movement of personal data.
2. This Regulation protects fundamental rights and freedoms of natural
persons and in particular their right to the protection of personal data. DATA
SUBJECT
3. The free movement of personal data within the Union shall be neither
restricted nor prohibited for reasons connected with the protection of
natural persons with regard to the processing of personal data.

PERSONALIZED MEDICINE AS A STRATEGY IN
THE EUROPEAN DIGITAL AND HEALTH SECTOR

Sharing data, sharing knowledge, sharing resources

GDPR TERRITORIAL SCOPE
(application of all the requirements)
1.GDPR applies to the processing of personal data in the context of the activities of an establishment of a
controller or a processor in the Union.
2.This Regulation applies to the processing of personal data of data subjects who are in the Union by a
controller or processor not established in the Union, where the processing activities are related to:
1. the offering of goods or services, irrespective of whether a payment of the data subject is required,
to such data subjects in the Union; or
2. the monitoring of their behaviour as far as their behaviour takes place within the Union.
3. This Regulation applies to the processing of personal data by a controller not established in the Union,
but in a place where Member State law applies by virtue of public international law.
IN THIS CASES, ALL THE REQUIRMENTS OF THE GDPR MUST BE APPLIED

ROLES AND DATA FLOW
CONTROLLER, PROCESOR
• ‘Controller’ means the natural or legal person, public authority, agency or other
body which, alone or jointly with others, determines the purposes and means of
the processing of personal data. (The research institution of the researcher would
be a controller).
• ‘Processor’ means a natural or legal person, public authority, agency or other body
which processes personal data on behalf of the controller. (A repository that gives a
service to the researcher would be a processor).
DATA TRANSFER AGREEMENT (controller/controller) or DATA PROCESSING
AGREEMENT (controller/processor)
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PERSONAL DATA•
‘personal data’ means any information relating to an identified or
identifiable natural person (‘data subject’); an identifiable natural
person is one who can be identified, directly or indirectly, in particular
by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to
the physical, physiological, genetic, mental, economic, cultural or social
id.

PERSONAL DATA
‘pseudonymisation’ means the processing of personal data in such a
manner that the personal data can no longer be attributed to a specific
data subject without the use of additional information, provided that
such additional information is kept separately and is subject to
technical and organisational measures to ensure that the personal data
are not attributed to an identified or identifiable natural person.
Pseudonymisation is a guarantee often applied in scientific research

ANONIMOUS DATA
The data can no longer be attributed to a specific data subject
- Importance of the context
- Importance of guarantees (ethics revision)
- Dinamic test
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PRINCIPLES
• Lawfulness, fairness and transparency•
1. Consent for one or more specific purposes
2. Performance of a contract to which the data subject is party
3. Compliance with a legal obligation to which the controller is subject;
4. Protect the vital interests of the data subject or of another natural person;
5. Task carried out in the public interest or in the exercise of official authority vested in the controller;
6. Legitimate interests pursued by the controller or by a third party,

•
•
•
•
•
•

Purpose limitation
Data minimisation
Accuracy
Storage limitation
Integrity and confidentiality (security)
Accountability

SENSITIVE DATA
• Legal basis (art. 6) + derogation of the general prohibition (art. 9.2)
a) explicit consent to the processing of those personal data for one or more specified purposes
(…)
c) processing is necessary to protect the vital interests of the data subject or of another natural person where the data
subject is physically or legally incapable of giving consent;
(…)
h) processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working
capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health
or social care systems and services on the basis of Union or Member State law or pursuant to contract with a health
professional and subject to the conditions and safeguards referred to in paragraph 3;
i) processing is necessary for reasons of public interest in the area of public health, such as protecting against serious crossborder threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical
devices, on the basis of Union or Member State law which provides for suitable and specific measures to safeguard the rights
and freedoms of the data subject, in particular professional secrecy;
j) processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes in accordance with Article 89(1) based on Union or Member State law which shall be proportionate to the aim
pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the
fundamental rights and the interests of the data subject.

Article 89
Processing for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes, shall be subject to appropriate
safeguards, in accordance with this Regulation, for the rights and freedoms of
the data subject. Those safeguards shall ensure that technical and
organisational measures are in place in particular in order to ensure respect
for the principle of data minimisation. Those measures may include
pseudonymisation provided that those purposes can be fulfilled in that
manner. Where those purposes can be fulfilled by further processing which
does not permit or no longer permits the identification of data subjects, those
purposes shall be fulfilled in that manner.
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SUBJECT RIGHTS
• Right to be informed (Possible exception art. 14)•
• Right of access: confirmation as to whether or not personal data are being processed, access to the personal
data and information about the circumstances of the processing (Possible exception art. 89)
• Right to rectification of inaccurate personal data (Possible exception art. 89)
• Right to obtain the erasure of personal data (Possible exception art. 17)
• Right to restrict processing: limit the way that a controller uses the data (Possible exception art. 89)
• Right to data portability: receive the personal data in a structured, commonly used and machine-readable
format and to transmit those data to another controller when the processing is based on consent pursuant
or on a contract pursuant; and is carried out by automated means. (Possible exception art. 89)
• Right to object to processing based on a public interest or legitimate interest (Possible exception art. 89)
• Right not to be subject to a decision based solely on automated processing, including profiling, which
produces legal effects concerning him or her or similarly significantly affects him or her unless (…) consent.
• + Right to return of research

- It is a duty to the controller to respond to requests for exercising the data subject's rights
- The processor assists the controller by appropriate technical and organisational measures fro the fulfilment
of the controller's obligation
- Equivalents rights have to be guaranteed in the international transfer
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DATA SHARING AND INTERNATIONAL TRANSFER
“SHARING”: NOT DEFINED NOR REGULATED IN THE GDPR
TRANSFER: DEFINED (By de European Data Protection Board –EDPB- AND
REGULATED IN THE GDPR

• The controller or processor exporting personal data is subject to the GDPR
• The exporter discloses by TRANSMISSION or otherwise makes personal data AVAILABLE to
other controller or processor (importer)
(processing: any OPERATION or set of operations which is performed on personal data or on sets of
personal data, whether or not by automated means, such as collection, recording, organisation,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination, restriction, erasure or
destruction): impact for the fundamental right of informational self determination

• The controller or processor importing the personal data is in a third country or is an
international organisation
Not applicable when the data subject “gives” the data

ROLES AND DATA FLOW (international)
CONTROLLER, PROCESOR
• ‘Controller’ means the natural or legal person, public authority, agency or other
body which, alone or jointly with others, determines the purposes and means of
the processing of personal data; where the purposes and means of such processing
are determined by Union or Member State law, the controller or the specific
criteria for its nomination may be provided for by Union or Member State law;
• ‘Processor’ means a natural or legal person, public authority, agency or other body
which processes personal data on behalf of the controller;
DATA TRANSFER AGREEMENT (controller/controller) or DATA PROCESSING
AGREEMENT (controller/processor): INTERNATIONAL DIMENSION

A MODEL OF FEDERATED
DATA SHARING STRUCTURE
DATA CATALOGUE
DATA PROVIDER
(DATA CONTROLLER)

(CAN BE DATA PROCESSOR)
AGREEMENT/
DATA
PROCESSING
AGREEMENT

MAKE DATA FINDABLE:
OPEN ACCESS TO NON
PERSONAL METADATA.

DATA TRANSFER AGREEMENT

THIRD PARTY
(DATA CONTROLLER)

DATA SHARING AND INTERNATIONAL TRANSFER
Transfers of personal data to third countries (EEA) and international
organisations may only be carried out:
- Controller or processor has complied with all the provisions of the GDPR.
Prior to carrying out the international transfer, provisions and
requirements under the GDPR must also be complied with.
- The conditions laid down in Chapter V are complied with by the controller
and processor, including for onward transfers (International transfers
tools ITT)
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ITT. CHAPTER V (art. 44-50
Adequacy decision (Article 45). If not:
Appropriate safeguards (Articles 46 and 47). If not:
Specific derogations (Article 49). If not:

Exceptions for one-off or infrequent transfers (second
subparagraph of Article 49(1)).

Adequacy decision (art. 45) •
Is an act by the Commission

Examination procedure and subject to a periodic review
The decision can refer to a country, a territory, sector or international organization
The decisión has EU-wide effect and no authorisation will be required
Few countries: Andorra, Argentina, Canada (commercial organisations), Faroe Islands,
Guernsey, Israel, Isle of Man, Japan, Jersey, New Zealand, Republic of Korea,
Switzerland, the United Kingdom (under the GDPR and the Law enforcement Directive)
and Uruguay

Appropriate safeguards (arts. 46 and 47) •
Legally binding and enforceable
instrument
Binding Corporate Rules

No authorisation

Standard Contractual Clauses
Code of Conduct

if there is no adequacy
decision?

Certification mechanism

Authorised contractual clauses
Authorisation

Provisions in administrative
arrangements

Specific derogations (art. 49)
a. Explicit and informed consent, including the destination country (for a transfer or a group of transfers
in particular)
b. Performance of a contract between the data subject and the controller;
c. Conclusion or performance of a contract concluded in the interest of the data subject between the
controller and another natural or legal person
d. Important reasons of public interest (used in covid research);
EDPB Document on response to the request from the European Commission for clarifications on the consistent application of the
GDPR (February 2021) Q21. In what situations can the data controller rely on the derogation of legitimate interest in Article 49(1)(g)
GDPR in the context of scientific research when transferring special categories of data to third countries? 62. A proper response to
this question requires further analysis and discussion. The EDPB will elaborate on this issue in its Guidelines on the processing of
personal data for scientific research purposes (currently under preparation, due in 2021).

a. Establishment, exercise or defence of legal claims;
b. Protect the vital interests of the data subject or of other persons, where the data subject is physically
or legally incapable of giving consent;
c. The transfer is made from a register which according to Union or Member State law is intended to
provide information to the public and which is open to consultation either by the public in general or
by any person who can demonstrate a legitimate interest.

Exceptions for one-off or infrequent transfers (second
subparagraph of Article 49(1)).
Where a transfer could not be based on the already described provisions, a transfer to a third country or an
international organisation may take place only if the transfer:
- Is not repetitive,
- Concerns only a limited number of data subjects,
- Is necessary for the purposes of compelling legitimate interests pursued by the controller which are not
overridden by the interests or rights and freedoms of the data subject
For scientific or historical research purposes or statistical purposes, the legitimate expectations of society for an increase of knowledge
should be taken into consideration (recital 113)

- The controller has assessed all the circumstances surrounding the data transfer and has on the basis of that
assessment provided suitable safeguards with regard to the protection of personal data.
The controller shall inform the supervisory authority of the transfer. The controller shall, in addition to
providing the information referred to in Articles 13 and 14, inform the data subject of the transfer and on the
compelling legitimate interests pursued.
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Appropriate safeguards (arts. 46 and 47)
Binding and enforceable instrument

Binding Corporate Rules

No authorisation

Standard Contractual Clauses
Code of Conduct

if there is no adequacy
decision?

Certification mechanism

Authorised contractual clauses
Authorisation

Provisions in administrative
arrangements

DATA TRANSFER AGREEMENT
AS AN INTERNATIONAL TRANSFER TOOL
Commission Implementing Decision (EU) 2021/914 of 4 June 2021 on standard contractual clauses for
the transfer of personal data to third countries pursuant to Regulation (EU) 2016/679 of the European
Parliament and of the Council. C/2021/3972. OJ L 199, 7.6.2021, p. 31–61. Available at: https://eurlex.europa.eu/eli/dec_impl/2021/914/oj

These SCCs replace those adopted under the previous Data Protection Directive 95/46. Since 27
September 2021, it is no longer possible to conclude contracts incorporating these earlier sets of SCCs.
Until 27 December 2022, controllers and processors can continue to rely on those earlier SCCs for
contracts that were concluded before 27 September 2021, provided that the processing operations
that are the subject matter of the contract remain unchanged.

DATA TRANSFER AGREEMENT
AS AN INTERNATIONAL TRANSFER TOOL (SCC)
SCCs remove the need for the negotiation of individual contracts
•SCCs can be added to existing contracts, not contradictory with the SCC. The clauses shall prevail in case of
contradiction with related agreements between the parties
•SCCs are designed to harmonise data protection between those countries within the EEA and those
without adequacy this in turn ensures that personal data is protected to a level that is acceptable under
GDPR.

•The purpose of the SCC is to ensure compliance with the requirements of the GDPR
•Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data exporter
and/or data importer.
•Interpretation of the agreement and the definitions in the light of GDPR.

DATA TRANSFER AGREEMENT
AS AN INTERNATIONAL TRANSFER TOOL (SCC)
• Description of the parties
• Description of the data

• Details of the transfer(s), and in particular the categories of personal data that are transferred and the
purpose(s) for which they are transferred
•Data protection safeguards: Purpose limitation; transparency; storage limitation; security; specific
safeguards regarding sensitive data (pseudonymisation); no onward tranfers; each Party shall be able to
demonstrate compliance.
•Use of sub-processors (Needs authorisation.Needs a written contract that provides the same data
protection obligations as those binding the data importer under the clauses. The data importer shall remain
fully responsible)

DATA TRANSFER AGREEMENT
AS AN INTERNATIONAL TRANSFER TOOL (SCC)
• Guarantee of data subject rights. Duty to exporter and importer: assistance
• Information in a transparent and easily accessible format, through individual notice or on its website, of a contact point authorised to
handle complaints
• Liability

• Supervision and jurisdiction of a data protection authority in a determinate MS
• Local laws and practices affecting compliance with the Clause: parties have no reason to believe that the laws and practices in the third
country of destination applicable to the processing of the personal data by the data importer, including any requirements to disclose
personal data or measures authorising access by public authorities, prevent the data importer from fulfilling its obligations under the
Clauses.
•Obligations of the data importer in case of access by public authorities
• Non-compliance with the Clauses and termination.
• Governing Law (controller to controller/ controller to processor: MS)
• Choice of forum and jurisdiction (controller to controller/ controller to processor: MS)

DATA TRANSFER AGREEMENT
AS AN INTERNATIONAL TRANSFER TOOL (SCC)
ANNEX. TECHNICAL AND ORGANISATIONAL MEASURES
Described in specific (and not generic) terms
Examples:
Measures of pseudonymisation and encryption
Measures for ensuring confidentiality and integrity of processing systems and services
Measures for ensuring the ability to restore the availability and access to personal data in the event of an incident
Processes for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures
Measures for the protection of data during transmission
Measures for the protection of data during storage
Measures for ensuring physical security of locations at which personal data are processed
Measures for internal security governance and management
Measures for certification/assurance of processes and products
Measures for ensuring data minimisation
Measures for ensuring data quality
Measures for ensuring limited data retention
Measures for ensuring accountability
Measures for allowing data portability and ensuring erasure
Etc.
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CONCLUSIONS
- It is necessary to analyze the requirements for International transfers from a more general
perspective of all that the GDPR: the nature of the data, minimization principle.
- It is necessary to design a Data Management Plan with the description of the data flow and the
identification for the legal roles of those involved.
- Assement of legal departments and revision of ethics committees
- It is necessary to define the structure of the collaboration. Federated structures are easier to
implement.
- The tool for the transfer depends on the dimension of the collaboration. Some potential useful
tools are not development.
- The agreement is a good tool but requires the importer to agree to certain conditions.
- Importance of the EDPB Guidelines on the processing of personal data for scientific research
purposes (currently under preparation, due in 2021)

Thanks!
Pilar Nicolás

