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Material and territorial scope 



Personal data 

PERSONAL DATA 

Information concerning an identified or 
identifiable individual, where identifiable 
individual means an individual that can be 

identified  directly or indirectly

=

ANONYMOUS/ANONYMIZED  
DATA 

The data subject is not or no longer identifiable 
considering: 

• all the means reasonably likely to be used by 
the controller or another party to identify the 

natural person (e.g. singling out)
• objectives factors (costs, time, available 

technology at the time of the processing; 
technological developments) 

=

GDPR 



CODED or 
PSEUDONIMIZED 

DATA 

Even if patient’s names are de-identified and replaced with an ID code, they are
still identifiable. The codification is a security measure, but the data are not
anonymous and the GDPR still fully apply to the processing!
The code of the patient and any set of information related to the code are
personal data

= PERSONAL DATA GDPR =



PERSONAL DATA

BIOLOGICAL MATERIALS 

Materials that alone or in combination 
with the associated data allow the 
identification of persons concerned  

directly or through a code (even if the 
code is under the control of a third party, 

e.g. those responsible for the clinical 
care)  

GDPR 



«Sensitive» data 

SPECIAL CATEGORIES OF 
DATA («sensitive data»)

 Data revealing racial or ethnic origin; 
 Data revealing  political opinions, religious or 

philosophical beliefs; 
 trade union membership; 

 genetic data; 
 biometric data for the purpose of uniquely 

identifying a natural person; 
 data concerning health; 

 data concerning a natural person's sexual life 
or sexual orientation

=

* Special categories 
of data require 
additional 
safeguards and 
their processing is 
subject to stricter 
conditions 



Information

Personal 
data 

Sensitive 
data 

Health and 
genetic data 

Additional 
conditions and 
security 
measures may be 
required by 
Member States to 
process health 
and genetic data 



DATA CONCERNING 
HEALTH 

personal data related to the physical or 
mental health of a natural person, 

including the provision of health care 
services, which reveal information about 

his or her health status (art. 4 GDPR) 
=



Data concerning health 

Information from 
a self-check 
survey (the data 
subject answers 
questions 
related to his 
health)

Information that 
becomes health data 
because of its usage 
in a specific context 
(e.g. a recent trip or 
presence in a region 
affected by COVID 
processed by an HCP 
to make a diagnosis) 

assumption that a 
person has a higher 
risk of suffering 
heart attack based 
on high blood 
pressure measured 
over a period of 
time

Photos and videos 
that highlight 
medical 
conditions 

Information that 
becomes health data 
by cross referencing 
with other data thus 
revealing the
state of health or 
health risk 

Medical history, 
results of 
examinations, 
treatments, 
Information 
collected by an 
HCP in a patient 
record  

Lifestyle 
information if 
connected with 
other information 
or if highlight a 
medical condition

Biological samples 

Adverse event 
reports



GENETIC DATA 

personal data relating to the inherited or 
acquired genetic characteristics of a natural 

person which give unique information about the 
physiology or the health of that natural person 
and which result, in particular, from an analysis 
of a biological sample from the natural person in 
question (e.g. DNA, RNA analysis and other data 

that may be inferred from samples analysis) 

=

Genetic data 

Additional security measures (Italy): 
• database where genetic data are stored need to be protected by a 

double authentication factor (e.g. token; double password)
• genetic data shared via email must be included in the attachment (not 

in the body of the email)  or must be encrypted
• sccess to facilities must be restricted and it is possible to implement 

biometric control access system  



Controller and Processor

CONTROLLER-
JOINT 

CONTROLLER  
PROCESSOR

Natural or legal person which, alone or jointly 
with others, determines the purposes and 
means of the processing of personal data 
(decides what data to collect, how long to 
store the data, how to analyse the data…) 

Natural or legal person which processes 
personal data on behalf of the controller
(under the instructions of the controller) 

CRO
LABORATORIES
SERVICE PROVIDERS
(statistical analysis; ICT
services)
PRINCIPAL INVESTIGATOR
MONITORS

SPONSOR
SITE



CONTROLLER-
JOINT 

CONTROLLER  
PROCESSOR

It is responsible for all the 
aspects of the processing, must 
ensure compliance with 
principles of GDPR, must 
implement security measures, 
must ensure data subjects’ 
rights, etc 

It is bound by a contract under article 28 and it is 
responsible in case of infringement of the instructions 
or infringement of the specific obligations provided 
for data processors under GDPR



Territorial scope 

ESTABLISHMENT CRITERION 
Regulation applies to the 

processing of personal data 
in the context of the 

activities of an 
establishment of a 

controller or a processor 
in the Union, regardless of 

whether the processing 
takes place in the Union or 

not 

TARGETING CRITERION 
The regulation applies to 
the  processing of data of 
those subjects who are in 
the union by a controller 

or a processor not 
established in the Union 

where the processing 
activity are related to 

a) The offering of goods or 
services, irrespective of 

whether a payment of the 
data subject is required, to 

such data subject in the 
Union 

b) The monitoring of their 
behaviour as far as their 
behaviour takes place 

within the union 



e.g. if a German entity sponsor a study in USA, the GDPR applies even if patients 
are USA residents

e.g. GDPR applies to CRO, sponsors, central laboratories, providers of services (e-
diary, wearable devices)  based in EU 

Is the entity located inside the Union?

Yes

….The GDPR applies, 
regardless of where patients 
are based !

No

Verify second 
criterion 



E.g. if a USA company sponsors a trial with centres in EU, the GDPR applies to EU patients

Does the processing activity relate to data subjects who are in the European Union? 
The criterion is not limited by citizenship, residence or legal status but the activity must 

intentionally target individuals in EU(not incidentally)

Yes

….The GDPR applies to EU 
individuals (e.g. patients 
based in EU)

No

The GDPR does not 
apply 



International data transfers

Commission has decided that the third
country in question ensures an
adequate level of protection. Such a
transfer shall not require any specific
authorisation.

Art. 45: 
Adequacy 
decision 
European 

Commission

suitable
safeguard from 

Article 46 

Derogations 
Article 49

certain specific 
situations (e.g. explicit 
consent) 

• Binding corporate Rules; 
• Code of conducts;
• Certifications
• Standard Contractual 

clauses



Adequacy decisions 

Andorra

Argentina

Canada

Japan 

Faer Oer

IsraelGuernsey
Man 

Island 

Jersey 

New 
Zealand 

Switzerland

Uruguay 



Overview on GDPR



Lawfulness of processing

Art 5: data shall
be collected
processed
lawfully, fairly
and in a
transparent
manner in
relation to the
data subject

There must be a
legal basis for the
processing (art.
6):
- Consent
- Contract
- Legal

obligations
- Vital interest
- Public interest
- Legitimate

interest

Processing of sensitive data is prohibited unless one exception applies (art. 9):
A) Explicit consent
B) Legal obligation under employment or social security law
C) Vital interest of the data subject
D) Foundation, Association
E) Data manifestly public
F) Exercise or of legal claims
G) Public interest, on the basis of Union or Member State law
H) Purposes of preventive or occupational medicine, for the assessment of the

working capacity of the employee, medical diagnosis, the provision of health
or social care or treatment or the management of health or social care
systems and services on the basis of Union or Member State law or pursuant
to contract with a health professional and subject to professional secret

I) Public interest in the area of public health (as protecting against serious
cross-border threats to health or ensuring high standards of quality and
safety of health care and of medicinal products or medical devices)

J) Archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes in accordance with art.89



* European Data Protection Board
Opinion 3/2019 concerning the Questions and Answers on the interplay between the Clinical Trials Regulation (CTR) and the General 
Data Protection regulation (GDPR) (art.70.1.b))

Pure research: consent of data subject  
(6.1.a + 9.1.a) 

Or other legal basis 

Processing operations provided by CTR 
and national legislation, related to 
safety of medical products and reliability 
of data

= 

Legal obligation 6.1.c

Public interest in the area of public 
health (9.2.i) 

e.g. Safety reporting art. 43 e 41 CTR

Archiving of clinical master file art 58 
CTR 

Disclosure of data to authorities in the 
course of an inspection (art. 77-79 CTR)

Re
se

ar
ch

 a
ct

iv
it

y 

Protection of health 



Transparency Art. 13 

the controller shall, at the time when personal data are obtained, provide the data
subject with all of the following information:

 the identity and the contact details of the controller and, where applicable, of
the controller’s representative;

 the contact details of the data protection officer
 the purposes of the processing and the legal basis;
 the recipients of the personal data;
 the fact that the controller intends to transfer personal data to a third country

and reference to the appropriate or suitable safeguards;
 the period for which the personal data will be stored;
 the rights of the data subject, including the right to withdraw consent at any

time;
 the right to lodge a complaint with a supervisory authority;
 the existence of automated decision-making, including profiling



Consent
 intelligible and easily accessible form
 clear and plain
 informed
 freely given
 Unambiguous
 Clear affirmative act
 Specific

If he data subject’s consent is given in the context of a written declaration which also concerns
other matters, the request for consent shall be clearly distinguishable from the other matters.

Consent can be withdrawn at any time: the withdrawal of consent shall not affect the lawfulness
of processing based on consent before its withdrawal.

It is often not possible to fully identify the purpose of personal data processing for scientific
research purposes at the time of data collection----- data subjects should be allowed to give
their consent to certain areas of scientific research when in keeping with recognised ethical
standards for scientific research, or to parts of research projects

Art. 7 
Rec. 

33/34



 Ethical requirements deriving from 
Helsinki declaration. Right to 
human dignity and right to 

integrity of individuals
 Provide full details about the 
study and the medical treatment 
including risks and benefits (on 
the basis of this information, 
patients decide whether they 

want to participate in the study or 
not) 

 Instrument for data protection 
compliance

 must be freely given, specific, 
informed, unambiguous, and explicit 
when the processing involves special 

categories of data
 Provides patients with full information 

about how their data will be processed 
in the context of the study 

INFORMED CONSENT 
(CTR) 

CONSENT AS A LEGAL 
BASIS FOR DATA 

PROCESSING (GDPR)

* European Data Protection Board
Opinion 3/2019 concerning the Questions and Answers on the interplay between the Clinical Trials Regulation (CTR) and 
the General Data Protection regulation (GDPR) (art.70.1.b)



Purpose limitation 

Purpose 
limitation and 
presumption 
compatibility 

Art 5: data shall be
“collected for specified,
explicit and legitimate
purposes and not further
processed in a manner that
is incompatible with those
purposes” pursuant to
Article 5

“further
processing for […]
scientific research
purposes […] shall,
in accordance with
Article 89 (1), not
be
considered to be
incompatible with
the initial
purposes”

Article 89 (1) GDPR stipulates
that the processing of data for
research purposes “shall be
subject to appropriate
safeguards” and that those
“safeguards shall ensure that
technical and organisational
measures are in place in
particular in order to ensure
respect for the principle of data
minimisation.
Those measures may include
pseudonymisation provided that
those purposes can be fulfilled in
that manner”



all processing operations related to a
specific clinical trial protocol during
its whole lifecycle, from the starting
of the trial to deletion at the end of
the archiving period.

Research on personal (health) data
which consists in the use of data
directly collected for the purpose of
scientific studies

e.g. For conducting a clinical trial on
individuals suspected to be infected
with SARS-CoV-2, health data are
collected and questionnaires are used.

It refers solely to situations where the sponsor may want to
process the data of the clinical trial subject “outside the scope of
the protocol”, but only - and “exclusively” - for scientific
purposes.

Research on personal (health) data which consists of the further
processing of data initially collected for another purpose

e.g. A data subject has consulted a health care provider as a
patient regarding symptoms of the SARS-CoV-2. If health data
recorded by the health care provider is being used for scientific
research purposes later on, this is a secondary use

PRIMARY USE
SECONDARY USE (further 

processing) 

* European Data Protection Board
Opinion 3/2019 concerning the Questions and Answers on the interplay between the Clinical Trials Regulation (CTR) and 
the General Data Protection regulation (GDPR) (art.70.1.b))



consent for this specific 
processing purpose 

should be sought from 
the data subject or 

his/her legally 
designated 

representative at the 
time of the request for 
informed consent for 
participation in the 

clinical trial

European Commission: If a sponsor or an investigator would like to further use the
personal data gathered for any other scientific purposes, other than the ones defined by
the clinical trial protocol, it would require another specific legal ground than the one used
for the primary purpose. The chosen legal basis may or may not differ from the legal basis
of the primary use

EDPB: presumption of compatibility provided under Article 5(1)(b) GDPR (where data is
further processed for archiving purposes in the public interest, scientific, historical
research or statistical purposes, these shall a priori not be considered as incompatible with
the initial purpose, provided that it occurs in accordance with the provisions of Article 89,
which foresees specific adequate safeguards and derogations in these case)

Art. 28 CTR GDPR 

These conditions, due to 
their horizontal and 
complex nature, will 

require specific 
attention and

guidance from the EDPB 
in the future



Other requirements

Data collected must be limited to what is necessary in
relation to the purposeData 

minimization

Storage 
limitation 

Art. 5 

Data must be kept in a form which permits identification of
data subjects for no longer than is necessary for the
purposes for which the personal data are processed



Data Subjects 
Rights 

Art. 15 
-21  

 the right to access personal data and supplementary 
information

 the right to have inaccurate personal data rectified, or 
completed if it is incomplete

 the  right to erasure (to be forgotten) in certain 
circumstances

 the right to restrict processing in certain circumstances
 the right to data portability
 the right to object to processing in certain 

circumstances
 rights in relation to automated decision making and 

profiling
 the right to withdraw consent at any time (where 

relevant)

Art. 32
Adequate technical and organisational 

security measures 



Required when the processing is likely to result 
in a high risk to rights and freedoms of data 
subjects (including processing on a large scale 
of sensitive data) 

Data Protection 
Impact 

Assessment 

Data Protection 
Officer 

Art. 35 

Art. 37 

Designation mandatory when the core activity 
consist of processing on a large scale  of 
sensitive data 

RepresentativeArt. 27 Designation mandatory for controllers based 
outside EU



Automated 
individuals 

decision making

Art. 22 

The data subject shall have the right not to be subject to a 
decision based solely on automated processing, including 
profiling, which produces legal effects concerning him or her or 
similarly significantly affects him or her, unless the processing is 
based on the explicit consent or other exceptions provided by 
art. 22 GDPR)
In these cases is necessary to ensure  measures to safeguard the 
data subject’s rights and freedoms and legitimate interests, 
including the right: 
 to obtain human intervention on the part of the controller, 
 to express his or her point of view and 
 to contest the decision.

Additional information must be provided pursuant to art. 13: 
meaningful information about the logic involved, as well as the 
significance and the envisaged consequences of such processing 
for the data subject.



«My dream is that by including all 
peoples in understanding and reading the 
genetic code we will realize that all of 
use belong in one global family – that we 
are all brothers and sisters. Wow!» 

South Africa’s anti apartheid activist and Nobel Prize Archbishop 
Desmond Tutu 

(as quoted by  Jasny BR, Zahn LM, a Celebration of the genome: Part II Science 2011, 
331:689)



Thank you! 
Question  & Answers
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